[HE INTERVIEW

MM: MITRE S#curily's cor-
porate mission seems to have
changed quite a bit in recent
years, with more emphasis
now placed on information
security and on the personal
security of MITRE employ-
oes, both at MITRE facilities
and around the world. Could
vou tell us more aboul that?

Hallp: We fnae e come 4

lomg rovey frivee e daws wiven the
focus was on Mee plysicnd securi-

by of the facilittes and controlting |

clussifed dnformmbion, While we
still perform bhese functions,
facfirmrtion secierity has cevfain-
Ty Becorme more of @ focius, purtic-
larly siriee erundl mnd the
Jnderriet are se imparkant fo e
uay MITRE does brusteesa. OF
coiirse, this mrans pritecting
MITRE's comeputer systems, both
classified mnd unclassifiad. 1 alse
means profecting otfer wncimssi-
e weunteriinls, MITRE non fus
forvign sprrsors ard foreign
rabienals working on-site af
MITRE factlities. We are denling
bl these dssues, as qoell, In
adiitiog, Carporale Seetrity is
tmpolpedd in MITRE's Year 20MKF
rendiness efforts, we're parficipai-
drig 47 an entirely Rem seourity
effort with the Tlreet Candition,
or THREATCON, Warnirg
Sushern, itond coe've sfepped wp
anr serrices for MITRE travelers,
Through all these efforts we are
beconing « vatund part of
MITRE's swork pan.

MM How is Securlty
involved in helping MITRE

to prepare for the year 20007
i

Hailo: Our mole i Imisiness comrti-
npity el diagaier preparedicss
programs, as well 03 fociusiy on
the ¥ 2K preparaiiess of our oo
provesses. Regarting Fisines
comimarity, e et b be pre-
pared for all eventunlifies. That
is ey e e developing drd
iy sceririas dealing woith
Y2K failures or digruptiims on
sysfems that muy affect He oper-
attons of e corprration. For
instance, wisat 15 Hhe sffect on the
cormpany if MITRE loses eiertric-
ity o amnemiciped wwtker for
extended periads of lime? W are
wprekcting witly intermal ond exter-
nil Y2K experts b pssess He
Ikely drpact of Y 2K o puaoric-
il sermices, Dymelopiong such
scenarios and execictiang plir-
niseg and prregeerediiess exercises

Jiar contingemcies will ensure Heat |

e aptund fotganel on the corpare-
tion — and subsequently on aur
gptisnrs — fs reduced.

MM: What part does the
THREATCON Warning
System play with regard o
the security of MITRE
employees?

Hulle Perticipation in He
THREATCON Warning System
i paard of Bhe way MITRE pro-
vides security to Arr Favce per-
samiel podocated o e Bodford

cmnpuis. The beoels of THREAT-
CON usrnings, which ool for
eacafating mnd specific securify
levels, also kelp us in providing
security for MITRE prrsowmel
Tire reveravimng levels of Hee

sitem — Alph, Bravo, Churiie,
mnd Delt = call for different
secirity precaudions and achions
in be faken e respomse o i possi-
hie terrorist or ather threaf. For
exampie, in THREATCON
By, @t 25-mesber vt pekineg
It E ernactod arourd wll biaild-
ings. This profects MITRE
einploydes and assels from poss-
ble car bomdis. The syséem -
widdes gond preseniive measures
Sfirr o wwide varicty of throats,
inchdinng fmclement wenther and
other matural disasters. Thiet's
ity e mre wlso dookreg frho an
adigisetic of the THREATCON
Wirrsting Systemt for vurr
Wirshiirgfon frcifitics.

I Badford, parficipating. m
THREATCON is also part of
fuaty e supported the Electromic
Systems Cenler (ESC) as they
prepured fior Hheir Operrtiomal
Renidiness Inspection, o ORI
fhued took place fune 13-25,
1999_ I preparation for the ORI,
ESC ran Local Readiness
Exercises, or LREs, THREAT-
CON i pust of Hie LREs because
it helps ESC mnd MITRE guuge
e mpchnal abilibies fo redpand fo
emergency sitiations, Wiile te
goal of MITRE's participation
ums fo di eoerything we coneld fo

help ESC preguire for i siccessful
ORI it alsp proeided ug toith an
apportinnity fo assess fhe effoc-
tiveness af o o sifefy il
seruirty provedures mnd systems,
And, of course, this dipectly
affeets the security of MITRE
employess,

MM When is the nexi LRE?

Halle: The LRE# weve eveated to
jrregpanre for the ORL, that was
Tt i = e, Mooy that Hhe
IR feiaz bevnt completed, ESC
plans o conduet smaller, maore
Jocwsen exercises pack quartes.
The preprediess exercises will
adidress @ specific fovat or evend,
st ns g ¥2K-related poter out-
e o a cyber whtack. Inlersted
prvipliipees can fid ot mon
whoul the LRE, ORI, o e
THREATCON Warning System
ot the Secirity honnguoge i Hie
MITRE Infirrmurtion
Infrastraciure (MIT) af

hitp:/ finfo.mitre.ong,/
infrastrischuse fsecurity /
corp_secure,’.

MM: What new services do
vou offer for MITRE travel-
ers?

Haillo; We'ne recenily been
expanding the scope of sermices
e provide fo MITRE travelers.
By esiting the Security fome-
page ant the MIL, MITRE travel-
ers oan find bravel advisories,
frachuding @ Jink o B State
Diepartment's Travel Admsary
Wieh piage. There's also o [ink for
worldwide THREATCON awans-
ness ol B i affects el fo
wiilitary instailtions and velefed
sitee, au el as Drfarmirtion o
the risks of driving in farelgn
coririrics. A big part of what e
oo roreay dna traoed briefimgs is
cxpangding He tapies i cover,
which iyt dricliedes o a fravel-
v cir protect frim- or ferself
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