
Welcome to the latest edition of the CME-Announce e-newsletter. This email newsletter 
is designed to bring recent news about CME, such as new identifiers, upcoming 
conferences, new Web site features, etc. right to your emailbox. The Common Malware 
Enumeration (CME) Initiative provides single, common identifiers to new virus threats to 
reduce public confusions during malware outbreaks. CME is not an attempt to replace the 
vendor names currently used for viruses and other forms of malware, but instead aims to 
facilitate the adoption of a shared, neutral indexing capability for malware. Details on 
subscribing (and unsubscribing) to the email newsletter are at the end. Please feel free to 
pass this newsletter on to interested colleagues.  
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FEATURE STORY: 
 
New CME Identifier Released: CME-711 
 
CME-711, a Trojan Downloader that is spread as an attachment to emails with news 
headlines as the subject lines which downloads additional security threats, was assigned 
on January 20, 2007. 
 
Aliases for this threat include Aladdin: Win32.Small.dam; Authentium: 
W32/Downloader.AYDY; AVIRA: TR/Dldr.Small.DBX; CA: Win32/Tibs!generic; 
ClamAV: Trojan.Downloader-647; ESET: Win32/Fuclip.A; Fortinet: 
W32/Small.DAM!tr; F-Secure: Small.DAM; Grisoft: Downloader.Tibs; Kaspersky: 
Trojan-Downloader.Win32.Small.dam; McAfee: Downloader-BAI; Microsoft: 
W32/Vxidl.gen!B; Norman: W32/Tibs.gen12; Panda: Trj/Alanchum.NX; Sophos: 
Mal/EncPk-B; Symantec: Trojan.Peacomm; and Trend Micro: TROJ_SMALL.EDW.  
 
Visit the CME List for alias urls and complete descriptions of this and other CME 
identifiers. You may download the CME List as an XML file by clicking on the XML 
button located in the upper-right corner of the CME List page. For notification of new 
CME identifiers, subscribe to our RSS feed by clicking on the RSS button located in the 
upper-right corner of the CME List page. 
 
 



LINK: 
 
CME List - http://cme.mitre.org/data/list.html 
 
 
 
 
------------------------------------------------------------ 
ALSO IN THIS ISSUE: 
 
 
* CME to Host Exhibitor Booth at "RSA Conference 2007" on February 5-8 
 
 
* CME to Host Exhibitor Booth at the 11th annual “2007 Information Assurance (IA) 
Workshop” on February 12-16  
 
 
 
Read these stories and more at http://cme.mitre.org/news/index.html 
 
 
--------------------------------------------------------------- 
Details/Credits + Subscribing and Unsubscribing 
 
Managing Editor: Penny Chase, Information Security Technical Center. Writer: Bob 
Roberge. The MITRE Corporation (www.mitre.org) maintains CME and provides 
impartial technical guidance to the CME Editorial Board on all matters related to ongoing 
development of CME. 
 
To unsubscribe from the CME-Announce e-newsletter, open a new email message and 
copy the following text to the BODY of the message "SIGNOFF CME-Announce-list", 
then send the message to: listserv@lists.mitre.org. To subscribe, send an email message 
to listserv@lists.mitre.org with the following text in the BODY of the message: 
"SUBSCRIBE CME-Announce-List". 
 
Copyright 2007, The MITRE Corporation. CME and the CME logo are trademarks of 
The MITRE Corporation. 
 
For more information about CME, visit the CME Web site at http://cme.mitre.org or send 
an email to cme@mitre.org. 
 
 


