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Open Vulnerability Assessment Language
(OVAL™)

OVAL is the common language for security experts to use to discuss

and agree upon the technical details about how to check for the pres-

ence of vulnerabilities on computer systems. The vulnerabilities are

identified using gold-standard tests — OVAL vulnerability definitions in

Extensible Markup Language (XML) and queries in Structured Query

Language (SQL) — that can be used by end users and implemented in

scanning tools.

How OVAL Works
OVAL vulnerability data is presented in both XML and SQL formats.

Because they are written in XML and SQL, OVAL definitions are

machine-readable and can be used as part of host-based vulnerability

assessment computer programs, or read in hard copy or electronic form

by information security professionals. Vulnerability definitions detect the

presence of software vulnerabilities in terms of system characteristics

and configuration information, without requiring software exploit code.

OVAL definitions are based primarily on the known vulnerabilities 

identified in Common Vulnerabilities and Exposures (CVE®), a list of

standardized names and descriptions for publicly known information

security vulnerabilities and exposures, developed by The MITRE

Corporation in cooperation with the international security community

(http://cve.mitre.org). CVE common names makes it easier to share data

across separate network security databases and tools that are CVE-com-

patible. CVE also provides a baseline for evaluating the coverage of an

organization’s security tools, including the security advisories it receives.

Each CVE name can have one or more OVAL definitions.

A security community-based OVAL Board approves the official common

OVAL Schema and evaluates and reviews definitions for posting on the

OVAL Web site. Broad community participation in OVAL comes from

members of the information security community collaborating on the

creation of OVAL definitions on a Community Forum Email List hosted

on the OVAL site. This means that OVAL definitions reflect the insights

and combined expertise of the broadest possible collection of security

and system administration professionals. 
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How OVAL Leads to a More 
Secure System

In an OVAL-enabled process, an OVAL-compliant assessment or

scanning tool determines which vulnerabilities exist on a system

and issues reports. Based on these reports, a system administrator

may then obtain software patches and fix information from his or

her security assessment tools, vendors, or vulnerability  databases

and Web sites, and make the repairs. This process provides a con-

sistent and repeatable approach for vulnerability assessment, lead-

ing to a more secure system overall.

OVAL’s Role in the Security Community

Why OVAL?

The OVAL effort aims to pro-

vide a baseline method for per-

forming vulnerability assess-

ments on local computer

systems. CVE has already

improved the process by estab-

lishing a common name for

each vulnerability or exposure

so that security assessment

tools are all checking for an

issue with the same name.

However, the ways in which the

various tools perform the

checks are different for each

tool. If a computer is com-

pared to a building and a vul-

nerability a way to get into the

building, one tool checks for a

door and declares its very exis-

tence a vulnerability. Another

tool checks to see if the door

exists but also whether it is

open or closed before declar-

ing it a vulnerability. And yet

another tool checks to see if

the door is locked or unlocked

before declaring it a vulnerabil-

ity. These differences make it

especially difficult to make a

truly definitive determination

of whether or not a vulnera-

bility is present.

OVAL solves this problem.

OVAL definitions, which can

be read manually or incorpo-

rated into assessment tools,

provide a collaboratively devel-

oped baseline check. Until

OVAL, consistency in this capa-

bility did not exist. The wide-

spread availability of OVAL

definitions will provide the

means for standardized vulner-

If the computer is a building, and a
vulnerability is a way to get in . . . 



OVAL-Compatible Tools
OVAL-compatible tools will be listed on the site as they become

available. Reference Vulnerability Definition Interpreters, created to

show how information can be collected from a computer to evalu-

ate and carry out the OVAL definitions for a platform, are available

now from the OVAL Web site at http://oval.mitre.org. 

OVAL supports Windows, UNIX, and Linux. See the

OVAL Web site for the specific OS versions supported.

ability assessment. It will also

result in consistent and repro-

ducible information assurance

metrics from an organization’s

systems. Since OVAL defini-

tions express security problems

in a language familiar to sys-

tem administrators, they will

have a concrete and actionable

impact on security remediation

efforts.

Why OVAL for
Vendors?

For OS and application soft-

ware vendors, precise OVAL

definitions of how to detect

vulnerabilities eliminate the

need for exploit code as an

assessment tool. Tool vendors

can combine tools for collect-

ing configuration information

with OVAL language content

to provide a baseline vulnera-

bility assessment capability,

resulting in more accurate

determinations of existence for

customers and fewer false pos-

itives than what currently exist

today. The XML and SQL on

which OVAL definitions are

based can be easily converted

into a tool’s proprietary code

or language. It also allows cus-

tomers to compare the cover-

age of your OVAL-compatible

tools using percentage of vul-

nerabilities found, further

enhancing the security of their

networks and systems.

Broad information security
community participation



CVE and OVAL

Most OVAL definitions are based on the

publicly known vulnerabilities identified in

MITRE’s CVE List. There are one or more

OVAL definitions for each CVE entry. When

discussions in the Community Forum result

in information about new and previously

unreported vulnerabilities, this information

and any supporting references will be for-

warded to the CVE Initiative for possible

addition to the list. 

The high-level summary includes two sections: “Vulnerable soft-

ware exists,” which states the specific OS, the name of the file with

the vulnerability in it, application version, and patch status; and

“Vulnerable configuration,” which indicates if the service is run-

ning or not, specific configuration settings, and workarounds. The

detailed portion of definitions includes the CVE name on which the

definition (or definitions) is based and provides the logic for check-

ing for the system characteristics (OS installed, settings in the OS,

software applications installed, and settings in applications) to

indicate that vulnerable software exists, and con-

figuration attributes (registry key values, file

system attributes, and configuration

files) to indicate that a vulnerable

configuration exists.

The OVAL Vulnerability
Definition Process
Draft definitions for CVE entries

or configuration issues not yet

included in CVE are written by

MITRE, members of the OVAL

Board, or other  members of the

information security communi-

ty and submitted to MITRE for

public comment and review.

Public comments on the drafts are

made on the OVAL Community

Forum, the public email list creat-

ed by MITRE for discussing the

definitions and the vulnerabilities

on which they are based. 

Once the Community Forum discussion about a definition has

ended, MITRE and the OVAL Board review and refine the defini-

tions, and then the definitions are posted on the “Get OVAL

Definitions” page with a status of “Draft.” Review and discussion

continue as the definition moves to “Interim,” and finally to

“Accepted” status.

After a definition is accepted and posted, it may still need to be

modified over time. For example, changes may be made when

more information is learned about a vulnerability, vendor patches

and service packs are released, or because of other factors not

known when the definitions are originally accepted. Public discus-

sions for all Initial Submission, Draft, Interim, and Accepted OVAL

definitions will always be ongoing. 

A Community-Developed OVAL Schema
The official OVAL Schema is a standard, common schema

approved by the OVAL Board to serve as the language framework

for writing OVAL definitions. XML is used as the framework for

OVAL definitions because XML’s data-centric approach makes it

easier to extract the logical criteria of a definition and allows it to

be combined with the other XML data in order to extend the use-

fulness of OVAL. SQL, the industry standard database language, is

widely understood by computer professionals and is used as the

basis for OVAL queries because the declarative nature

of SQL brings focus to the logic of presence or

absence of a vulnerability on a local system. 

There is an official OVAL Schema for

each of the supported platforms:

Windows, UNIX, and Linux. Refer to

the OVAL Web site for schema sta-

tus and the specific OS versions

supported. Tool vendors or develop-

ers of security software may down-

load the schema as input for OVAL-

compliant scanning tools. For tool

vendors, XML and SQL are specifi-

cations and not implementation

requirements. The XML and SQL

information in OVAL can be convert-

ed into the implementation structure

or format necessary for your tool.

Creating OVAL
Vulnerability Definitions
OVAL definitions detect the presence of

software vulnerabilities in terms of system characteristics and con-

figuration information. They are free to review or download from

the OVAL Web site and may be used by individual system admin-

istrators or converted into whatever implementation structure or

format necessary for tool developers to include them in their tools.

Elements of an OVAL Definition
Each individual OVAL definition includes metadata, a high-level

summary, and the detailed definition. Definition metadata pro-

vides the OVAL-ID, status of the definition (Initial Submission,

Draft, Interim, or Accepted), the version of the official OVAL

Schema the definition works with, the CVE name or candidate

number, and a brief description of the security issue covered in the

definition.

Stages of an OVAL Vulnerability Definition
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OVAL Benefits

■ OVAL definitions provide “gold stan-
dard” tests that definitively determine
the presence of vulnerabilities on end
systems

■ Support for Windows, UNIX, and Linux
platforms

■ Uses the standardized names for vulner-
abilities from the CVE List

■ XML and SQL, readily understood by
system administrators and easily incor-
porated into assessment tools

■ Reduces need for disclosure of exploit
code as an assessment tool

■ An open alternative to closed, propri-
etary, and replicated efforts

■ Industry-endorsed via the OVAL Board
and OVAL Community Forum

Information Security Community

An OVAL Board of Industry, Academia, and Government
Organizations
The OVAL Board includes members from major OS vendors, commercial information securi-

ty tool vendors, academia, government agencies, and research institutions. Other informa-

tion security experts will be invited to participate on the Board as needed, based upon rec-

ommendations from Board members. Archives of Board meetings and discussions are avail-

able for review and comment on the OVAL Web site.

Broad Industry Participation via the OVAL Community Forum 
The OVAL Community Forum is a public email list forum for discussing the OVAL Schema,

the OVAL vulnerability definitions posted on the OVAL Web site, and the information secu-

rity vulnerabilities themselves that affect definition writing. An archive of these discussions

is available for review. System administrators, software vendors, security analysts, develop-

ers, and other members of the information security community are invited to join.

Benefits of Joining the OVAL Community Forum
■ Opportunity to discuss and debate Initial Submission, Draft, Interim, and Accepted

definitions with other security and system administration professionals

■ Ability to assist in the development of the official OVAL Schema

■ Up-to-date, breaking information on the Initial Submission, Draft, Interim, and Accepted
definitions posted on the OVAL Web site

■ An easy-to-use, lightly moderated email discussion list

■ Easy reference and review of Forum Discussion Archives

■ OVAL definitions that reflect the insights and combined expertise of the broadest
possible collection of security professionals

■ Personal and organizational participation in a security community effort

Take the Next Step http://oval.mitre.org

The MITRE Corporation maintains OVAL and provides impartial technical guidance to the

OVAL Board on all matters related to the ongoing development of OVAL. In partnership

with government, MITRE is an independent, not-for-profit corporation working in the pub-

lic interest. It addresses issues of critical national importance, combining systems engineer-

ing and information technology to develop innovative solutions that make a difference.

The MITRE Corporation
202 Burlington Road 7515 Colshire Drive 
Bedford MA 01730 McLean VA 22102
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OVALTM — The language to.

determine the presence of.

software vulnerabilities.


